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seeing?

What problems with internet use are you

TikTok
Instagram
Snapchat
Facebook
Kik

Meetme
Grindr
Tindr
Skype
Viber
Telegram
Reddit
Swarm by Foursquare
Shots
Live.me
Peach
Moco Space
OKCupid
Badoo
Omegle

Tagged
Bumble

Recon

Textfree
WhatsApp
Facebook Messenger
QKSMS
Periscope
Skout

Hot or Not
Badoo

Down

Pure

WhipLr
CasualX

Wild

Hook Up Dating
Blendr

Tingle
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Bumble
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Legal Protections

Children’s Online Privacy Protection Act “COPPA” requires that websites:

« Disclose privacy policies
« Get parental consent before soliciting personal info from kids

« Not retrieve unnecessary personal info from kids

OLORADO

Educate yourself

Check privacy settings
Set guidelines and rules
Talk about dangers and consequences

Use common areas

OLORADO

Basic Tips
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Content

~ Trending Apps

» Personal Information

» Photos

» Monitor Posts

{8 cororapo
CRS §18-7- N
109 Misdemeanor

Petty Offense

{8 cororapo
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Petty Offense

Civil
Infraction
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Affirmative Defenses

Delete this photo from your
story?

l Cancel J

Report

Delete
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Contact

» “Who are you talking to?”

» Follow

< 2
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Normal Conflict Bullying

Happens occasionally Repeated negative actions

Generally not serious Serious with threat of physical or
emotional harm

Not seeking power or attention Seeking power, control, or material
things

No remorse - may blame victim

Remorse - will take responsibility

COLORADO

Bullying Cyberbullying

24/7/365
izt No Safe Place
s Unlimited audience
o Bully can be anonymous
imbalance Uiy 'ymo

-Can be Harder to empathize
repeated No geographical limits
Target can become bully

COLORADO

» Internet feels anonymous and private
» Once posted, always posted
> Online reputation can be positive

» Ethical internet use

> Online is the real world

COLORADO
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Communication

» Review content

» Expectations

> Culture » Interactive, Open, Honest Communication

. Values » Educateon 4 C’s
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Consequences

Physical

Legal Academic

Familial Financial

Social
Emotional

COLORADO

Solutions?

» Commonsense.org » Cyberbullying.org g
safe tell
» PereCt Zero > WebWiSekidS.Org Make a Call. Make a Difference.
1-877-542-7233
safe2tell.org
» Netsmartz.org » Google Interland/FBI Safe Online Surfing

» Connectsafely.org > Loveisrespect.org; 866.331.9474
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COLORADO
School Safety Resource Center

Departmentef Pubic Suty

Feel free to contact the Center: |
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